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Discussion; Information System security 

Most useful takeaway for you from this workshop’s reading  

Being more aware of the wide variety of risks that may affect a company's data and 

infrastructure was the most important thing I learned from this workshop's reading. Malware, 

social engineering, and physical dangers were thoroughly investigated, providing a thorough 

picture of any weak spots. I can now correctly detect and classify risks, which enables me to take 

a strategic and focused approach to security. This information is essential (Conklin et al., 2018). 

By learning about the many entry points for threats, I may strengthen my defenses by addressing 

individual risks with targeted mitigation techniques. When we can deduce the nuances of social 

engineering assaults, we may create awareness campaigns targeting those users. Furthermore, the 

implementation of suitable antivirus measures as well as intrusion detection systems is informed 

by understanding the nature of malware threats. This lesson has done wonders for my theoretical 

knowledge of security issues and given me invaluable insight into designing robust security 

procedures for my job. 

Most applicable concept in the profession 

Implementing proactive techniques to reduce vulnerabilities and limit possible assaults on 

the computer environment is the most relevant notion from the reading to my present career. 

Tools like firewalls, intrusion detection systems, and a coordinated strategy for responding to 

incidents are essential for this. This idea directly applies to my job since I implement stringent 

security measures throughout the company's infrastructure (CISSP et al., 2020). This involves 

installing firewalls to manage and filter network traffic, configuring and keeping track of 

intrusion prevention systems to spot suspicious activity quickly, and creating a written incident 



High
 La

nd
er 

Write
rs

 

response strategy to handle security breaches effectively. A continuous and resilient defense 

against emerging cyber threats may be achieved by the frequent execution of exercises and 

simulations, which will aid in assessing the efficacy of these methods and refining the incident 

response protocols. 
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